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CLOUD TRENDS
AN D B E S T PR AC TICE S

Three of the most significant trends that came out of this year’s report are:
• Cloud Computing is exploding—44% indicated it is an executive priority.
• Business continuity and disaster recovery are driving cloud growth—5x
additional growth in the next 18 months.
• Hybrid solutions will be critical to migration—80% of respondents likely to
consider cloud servers to replace physical servers.
Cloud Computing is a disruptive force that has and will continue to rapidly evolve
the way organizations utilize, consume and leverage compute resources. This report
reveals that now—more than ever—companies are looking for solutions that provide
more cost-effective, scalable and reliable solutions than the traditional infrastructure
models previously delivered. The next 12 months, according to our respondents, will
represent a fundamental and measurable shift in how companies view and utilize
cloud-based solutions. This report details the specific use cases, best-practices,
obstacles and expectations of cloud computing from the viewpoint of IT and business
decision-makers.
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OVER 500

The 2011 Cloud Computing Trends and Best Practices Report was designed to
identify both best practices and trends in cloud computing and hosting services—
and compare those with a similar report published in 2009. The cloud computing
marketplace continues to evolve rapidly and this study provides one of the most
comprehensive analyses of the market – 500+ respondents with significant IT
planning responsibilities participated.

RESPONDENTS

Executive Summary — Overview

1.
Explosive Growth
Cloud computing is exploding—the increase in
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TRENDS
FOR 2011

organizations indicating that cloud computing
was a priority was dramatic. 44% of respondents
indicated that it was a priority contrasted with
only 24% in 2009.
There will be a significant change in the
number of production applications and systems
that companies put into a cloud environment—
respondents indicated that they have plans to
increase implementation of database services,
disaster recovery and application hosting within

Organizations do not want to waste infrastructure
investments previously made and will go out of

Business Continuity and Disaster Recovery

their way to find cloud solutions that augment

(BCDR) services are driving significant growth

and connect with their existing infrastructure.

This growth could represent a disruptive threat

in cloud hosting services—BCDR services were

Over 30% of all respondents (40% with greater

to Value Added Resellers (VARs) and hardware

a top reason for investment in the cloud: Multiple

than 250 employees) indicated that their cloud

vendors. 80% of the respondents indicated that

datacenters and failover capabilities were an

services providers must provide integration with

they would use or evaluate cloud services as

essential requirement for evaluating hosting

their existing services. 78% preferred to imple-

an alternative to physical servers for their next

providers; Cloud recovery was listed as a top

ment either a private cloud or private/public

hardware refresh.

project for accelerating cloud adoption.

combination.

the cloud by 3x—5x.
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2.
Business Continuity
& Disaster Recovery
are Driving
Cloud Growth

3.
Hybrid Cloud
Solutions are a
Sustainable OnRamp for Cloud
Adoption
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Survey Info
Hosting.com proactively engages with clients and prospects to effectively understand their business goals to build solutions that are both client relevant and applicable. A core component of Hosting.com’s client engagement strategy is the use of
surveying tools. The survey polled existing Hosting.com clients, strategic partners,
prospects and was promoted via various social media outlets.
Responses from the Cloud Computing Trends Survey were collected from October
25, 2010 and November 22, 2010.
In sharing the results, Hosting.com will provide general demographic information
about respondents and the companies they represent. Hosting.com will not reveal the
specific identity of any respondent or company.

Demographics
• 583 people responded to the Cloud Computing Trends Survey.
• Organizations of all sizes were invited to participate. Many respondents were from
fast-growth startups and highly-organized online companies. 20% of respondents
were from companies with more than 250 employees.
• Respondents were decision makers—53% of respondents were CxOs, Presidents,
Owners or VPs.
• The vast majority of respondents were involved in IT decisions (89% were involved
in some way with strategy, purchasing, budgeting and recommending technology).
• All major industries were represented including Financial Services, Retail, Social
Networking, Healthcare, Manufacturing, IT Service Providers.
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Q:

What is your involvement
in IT decisions?

70%
58%
53%
48%
11%

Involved in IT strategy

Recommend technology and vendors

Direct purchasing decisions

Budget responsibility

No direct involvement in IT decisions

The Current
State of Cloud
Computing
What are the three most
important factors driving
investment in cloud computing?
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Ranked
#1 Reason

Ranked
in Top 3 Reasons

All Respondents

30% Cost
20% BCDR
13% Flexibility

62% Cost
53% BCDR
44% Flexibility

Large Companies

28% Cost
20% BCDR
16% Scalability

63% Cost
50% BCDR
51% Scalability
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Cost and BCDR Preparedness
Drive Cloud Computing
Similar to 2009, cost is still the primary driver for cloud computing adoption. New
in 2011, Business Continuity and Disaster Recovery (BCDR) options and capabilities
greatly influence an organization’s decision to invest in cloud computing. Small and
large companies alike ranked BCDR solutions as a top reason for implementing a
cloud strategy.

The Growing
Importance of Cloud Based
BCDR Services
• The cloud makes BCDR services accessible to more companies than ever –
primarily due to the high availability inherent to the cloud and the ability to extend
infrastructure across multiple service provider datacenters.
• More than 50% of all respondents indicated that BCDR was one of their top reasons
for investing in cloud computing.
• The top ranking of BCDR places a significant emphasis on cloud services
companies to architect, plan and validate their ability to withstand outages, attacks
and performance spikes. They must also develop cloud solutions that stretch across
multiple datacenters and seamlessly integrate with a client’s own datacenter.

Obstacles
to Cloud Computing
Top Ranked Obstacles

Top 3 Ranked Obstacles

Security / Shared Environments

Inability to Integrate With Existing Infrastructure
Performance

Poor Management Tools

Consumption Based Pricing

Regulatory Concerns

Control Vendor / Lock-in
40%

30%

20%

10%

0%

18%

35%

53%

70%
© Hosting.com

Security Still Large Obstacle—
Integration Looms as Most Difficult to Address
Security concerns remain a large obstacle and are discussed in detail on the next page, but integration with
existing infrastructure is the obstacle that requires the most analysis and response from cloud providers.
55% of respondents identified this as an obstacle. The most successful cloud providers will develop strategies
to help companies leverage their existing investments in a secure and easy-to-manage solution.
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Biggest
security
concerns for
cloud
computing

Large companies were particularly
concerned with meeting regulatory
requirements.
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Ranked #1 Characteristic
All Respondents

Large Companies

26% Preventing data loss or leakage
18% Keeping security up to date
13% Protecting against Denial of Service
21% Meeting regulatory requirements
19% Preventing data loss or leakage
18% Keeping security up to date
Ranked in Top 3 Characteristics

All Respondents

Large Companies

57% Preventing data loss or leakage
45% Preventing outages
43% Keeping security up to date
55% Preventing data loss or leakage
45% Meeting regulatory requirements
42% Preventing outages

• Preventing data loss or leakage was the largest security concern with 26% rating it
as the #1 concern and 57% including it in their top 3 concerns.
• Large companies were particularly concerned with meeting regulatory
requirements. 21% ranked it as their top security concern and 45% included it in
their top 3—it was not in the top 4 for smaller companies. This is indicative of the
larger amount of data stored and protected by larger companies. Their risk from
exposure stands to be much higher with regards to penalties and fines associated
with not meeting regulatory demands.
• Keeping security updated continues to be a concern. Advances in virtualization
help address this concern; however, cloud providers must clearly present
their practices for maintaining a secure cloud to help reduce security concerns.
This was the #2 ranked overall concern and 43% of respondents rated it as a
top 3 security concern.

The Importance
Of Hybrid

86% of large companies
indicated that they
would prefer a private
cloud over a pure
multi-tenant solution.

Previous Investments in
Infrastructure Maximized

Trust in Multi-Tenant
Clouds Not High

• 31% of all companies and 40% of large companies indicated that they would decide
which cloud provider to select based on the provider’s ability to integrate cloud
with their existing infrastructure.

When asked what type of cloud solution they would likely deploy,
an overwhelming 78% of all and 86% of large companies indicated
that they would prefer either a private, single tenant solution or a
combined private single tenant/public multi-tenant cloud over a
pure multi-tenant solution.

• Respondents ranked integration with their existing infrastructure as the #2
obstacle to utilizing cloud services.
• Cloud providers are quickly working to develop portals and management tools
to allow companies to manage their infrastructure and external cloud resources
through a single pane of glass to address this concern. The ability for cloud
adoption to grow exponentially is squarely hinged on providing this capability to
companies.
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50%

Best Solutions
for Cloud
Computing

Respondents With Less Than 250 Employees

38%

25%

13%
Web Applications

Application Server

Database

Testing/Development

Back Office Applications

Traditional IT

File/Print Server

The responses in 2009 and 2011 yielded nearly the exact same
results for smaller companies—web applications, application
servers and database servers were the three solutions best suited
for a cloud environment.

0%

Other

What 2 applications or
services are best suited
for cloud environments?

13%

For large companies there was a large difference in their use of
the cloud for testing and development—20% identified this as a
top solution as opposed to only 5% for small companies.
Analysis: These results are consistent with existing data in the
marketplace and with Hosting.com’s experience in providing cloud
solutions to clients. However, throughout 2010 Hosting.com saw a
dramatic increase in the number of clients utilizing cloud solutions
to support their mission-critical and back-office applications. Data
later in the study reflects the expected changes in usage.

25%

38%

50%

Respondents With More Than 250 Employees
© Hosting.com
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Current
Virtualization
Environment
Cloud computing is not possible without a virtualization layer. Subsequently, understanding general virtualization trends also help us
better understand cloud trends.
53% of respondents replied they had either no or less than 25% of
their infrastructure virtualized. Significant opportunity still exists
for virtualization companies. There is equal opportunity for cloud
providers to introduce virtualization through their cloud services.
Cloud providers should view themselves as a pathway or onramp
for companies not only to experience cloud but also virtualization.
Only 25% (35% for large companies) of the respondents we
surveyed have deployed a private cloud in their virtualized environment. Despite that, a full 78% of large companies have either
deployed or are planning to deploy a private cloud. The disparity
between large and small companies could be due in large part to
smaller companies' willingness to put their entire solutions within a
cloud environment – reducing the need to build private clouds.
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What percent of your
existing infrastructure
is virtualized?
30%
23%
20%
13%
14%

Replied less than 25%
Replied 0%
Replied 25-50%
Replied 50-75%
Replied more than 75%

Have you deployed a
private cloud in your
virtualized environment?
All / Companies with 250+ Employees

25%/35% Yes
33%/43% No, but planning on it
42%/22% No, and no plans for it

Cloud Services
Usage &
Satisfaction

How satisfied are you with
the results of your current
cloud services?
All / Companies with 250+ Employees

27% / 20% Very satisfied
60% / 65% Satisfied
8% / 13% Unsatisfied
.5% / 0% Very unsatisfied
4% / 2% Not using any
Cloud Service Usage: 53% (57% of large companies) of respondents are currently using some form of cloud services.
Cloud Satisfaction Good News: More than 85% of our respondents
indicated that they were either satisfied or very satisfied with their
cloud services provider. Additionally, less than .5% indicated they
were very unsatisfied.

Only 27% or our respondents
indicated they were very satisfied
with their cloud services.
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Cloud Satisfaction Bad News: Only 27% or our respondents indicated they were very satisfied with their cloud services. This seems
to indicate a significant opportunity to excel and exceed customer
expectations.
Analysis: While the very satisfied number should be much higher,
the huge value is that more than half of respondents are using
cloud services in some capacity and 85%+ are satisfied with it—this
will be significant to the continued growth and success of cloud
offerings and providers. As companies race to build robust and
intuitive customer portals for cloud services management— the
very satisfied number should also grow.

Reasons For
Moving to Cloud
Services

Why did you choose to move to
a cloud computing environment?
All / Companies Under 250 Employees / Companies with 250+ Employees

50% / 48% / 57%
To provide on-demand
computing resources
Analysis: On-demand computing resources was
the most important reason. However, the 2nd,
3rd and 4th reasons give the most insight into the
current and future use cases for cloud.
Access to disaster recovery and backup ranked
second and is not surprising; the new buzzwords
such as recovery as a service, cloud recovery,
and cloud-based disaster recovery continue to
emerge on an almost monthly basis. This statistic
supports Hosting.com’s and other cloud provider’s rapid movement into the BCDR marketplace.
Cloud-based BCDR presents companies with
the opportunity to adopt BCDR solutions for
their mission-critical applications at a fraction of
the cost of traditional BCDR offerings would
cost to implement, maintain and test in a traditional model.
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The third highest response for why companies
adopted cloud shows that 38% of companies
deployed cloud to replace existing infrastructure
and also reveals that smaller companies are more
willing to make this change.
Finally, that 43% of large companies are using
cloud to extend their existing infrastructure further validates the need for rapid movement in the
marketplace to develop a seamless interface for
clients to manage both their internal and external
environments.
One interesting result was the difference between
large and small companies in replacing or extending current infrastructure. Extending existing
infrastructure was far more important for larger
companies while replacing existing infrastructure
was more important for smaller organizations.

43% / 41% / 49%
To gain access to more robust disaster
recovery and backup services
38% / 41% / 26%
To replace existing infrastructure
32% / 29% / 43%
To extend and utilize
current infrastructure
30% / 28% / 34%
To increase utilization of a
virtualized environment
5% / 5% / 4%
N/A I don’t use cloud services

Cloud
Computing
Trends

Has cloud computing been identified
as a priority by your organization’s
executive leadership?

2009 2010
Yes 24% 44%
No 61% 43%

© Hosting.com

Key Trend—Prioritization
for cloud computing is
increasing dramatically.
Analysis: In both the 2009 and 2011 surveys, we asked respondents
if cloud computing had been identified by their executive team
as a priority or strategic objective for the company. In 2009, only
23% of respondents said yes. In 2011, that number jumped to 44%—
obviously, there is a dramatic and rapid shift in the attitudes toward
cloud computing and its planned adoption.
This increase is a significant jump, and it is important to note that
this does not represent the total percentage of companies looking to adopt or that have already adopted cloud (53% of respondents are already using some internal or external cloud services).
This number is significant because it represents the percentage of
companies with executive leadership naming cloud computing as a
priority to streamline business efficiencies, reduce costs and gain
access to more resilient and highly available infrastructures—decisions typically left solely to IT personnel and leaders.
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12 Month Plan for Cloud Computing
• In the survey we closely examined the current adoption of cloud-based services
and the planned adoption of cloud-based services.
• We asked our respondents to indicate which services they already had within a
cloud environment, which services were in the implementation or planning stages,
and which services they had no plans to adopt via cloud infrastructure.
• The results are telling of the existing state of cloud computing, but more
importantly the future outlook and usages of cloud services. Current services were
dominated by email and web hosting. In the near future, respondents indicated
significant growth in placing databases, disaster recovery needs, and application
hosting services into a cloud environment.
• The trend toward growth in cloud computing is clear—according to our
respondents, plans and budgets have been created and cloud adoption should
grow exponentially.

Currently
Hosted
Cloud
Solutions

All Respondents
Application Hosting
Database Hosting
Disaster Recovery
Email Hosting
Load Balancing
Raw Computing Power
Online Storage
Test / Dev Environment
Web Hosting
0%

Top 3 existing solutions for all
size companies:

13%

25%

38%

50%
© Hosting.com

Respondents With More Than 250 Employees

• Web hosting
• Email hosting
• Online storage
It is interesting to note that larger companies
are adopting these services at a lower rate than
smaller companies for those top services. Our
large company respondents were adopting web
hosting and email hosting at almost half the rate
of the overall survey.

Application Hosting
Database Hosting
Disaster Recovery
Email Hosting
Load Balancing
Raw Computing Power
Online Storage
Test / Dev Environment
Web Hosting
0%

13%

25%

38%

50%
© Hosting.com
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Top Planned Hosting
Solutions & Growth
Service Growth Analysis
In this analysis we compared the existing use of cloud services with
the planned or in progress uses of cloud services—that is how we
were able to attain the growth rates.
Most existing cloud services come from web and email services and
at a much larger proportion for smaller companies.
The importance of disaster recovery to the growth of cloud services cannot be overstated. In all questions related to these services
respondents indicated their importance to the organization’s cloud
strategies and plans.
Respondents indicated that only 9% have databases currently in a
cloud environment—28% have plans to host their database within
the next 12 months and an additional 8% have plans to implement in
greater than 12 months. Therefore, the number of companies with
databases hosted in a cloud environment will jump from 9% to 45%
within the next year.
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Cloud Services
Planned / In Progress
All Respondents

Large Companies

34% Application hosting

36% Database hosting

32% Database hosting

33% Application hosting

31% Disaster recovery

32% Disaster recovery

29% Online storage

29% Web hosting

23% Web hosting

28% Load balancing

Cloud Services Growth
Planned / Current
All Respondents

Large Companies

230% Raw computing power

386% Database hosting

214% Disaster recovery

267% Disaster recovery

195% Load balancing

200% Raw computing power

181% Application hosting

192% Application hosting

161% Database hosting

182% Online storage

Services Delivered
in the Cloud are
Skyrocketing
• In both 2009 and 2011 we asked what % of IT services would be
delivered through a cloud platform over the next 12 months.
• There was significant growth in the 26-50%, 51-75%, and 75%+
categories. Specifically, in 2009 only 26% of companies felt that
25% or more of their IT services would be delivered from a cloud
platform. In 2011, that number jumped to 47%. This is indicative
of the number of companies deploying private clouds, adopting
public clouds and creating hybrid solutions. In addition, it may be
attributed to the large number of Software as a Service solutions
delivered to respondents through a cloud infrastructure.
• The report will now move from cloud trends to cloud best
practices—this slide and others show that cloud computing is
trending upwards and positively in nearly every way.
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Over the next 12 months, what percentage
of your IT services do you estimate will be
delivered from a cloud platform?

2009

2011

6% More than 75%

15% More than 75%

8% 51-75%

11% 51-75%

12% 26-50%

21% 26-50%

23% 10-25%

19% 10-25%

39% 1-9%

15% 1-9%

12% None, no plans

19% None, no plans

Cloud Hosting vs.
Physical Servers
Analysis: The last data point in this study is both a cloud trend and
best practice—it is also the single most important data point in
this entire report. According to the survey, 80% of all respondents
are likely to consider cloud hosting as an alternative to purchasing
physical servers in the future.
Existing studies show that only 30%-40% of all companies use a
hosting provider for any services—these results show that
80% of companies are likely to consider it in the near future. This
represents one of the most significant growth opportunities within
any segment of technology within the last 20 years.
As a result, cloud computing will drastically impact the traditional
models of infrastructure delivery and consumption. This will
lead cloud providers, hardware manufacturers, VARs and integrators into more partnerships to deliver the most cost-effective and
redundant solutions necessary to meet market demands.
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When considering a hardware refresh,
how likely is it that you will evaluate cloud
hosting as an alternative to purchasing
physical servers?

38%
42%
15%
5%

Highly Likely
Somewhat Likely
Unlikely
Won’t Consider It

Important Traits of a
Cloud Services Provider—
Cost Isn’t King
When it comes to choosing a cloud provider, the results don’t mirror
the supremacy of cost-effectiveness in the move to the cloud. Here,
security and reliability are most important—cost did not even make
the top two for larger organizations. It is important to note that the
quality of technologies deployed and used to architect cloud
solutions is of utmost importance. With the proper technologies
and controls, cloud providers can architect cloud solutions that
outperform dedicated or traditional in-house solutions with regards
to security and reliability—items that, in most cases, come with a
higher cost.

Multi-Site and Connected
Datacenters are Critical
For Hosting Providers

What are the three most important
characteristics of your cloud provider?

All / Companies with 250+ Employees

Ranked #1 Reason
All
Respondents

44% Reliable, secure infrastructure
20% Low price
13% Integration

Large
Companies

40% Reliable, secure infrastructure
17% Integration
12% Low price
Ranked in Top 3 Reasons

All
Respondents
Large
Companies
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70% Reliable, secure infrastructure
45% Low price
31% Integration
71% Cost
40% Integration
31% Low price

2011 Hosting.com Cloud Trends Report

How important is a provider’s ability to offer
multi-site, high-availability and redundancy
across multiple datacenters in your decision
to host with them?

42%/48% Very important
41%/43% Important
14%/10% Neutral
3%/0% Not important
Our respondents gave a clear indication of the important role multisite redundancy plays in their decision to choose a hosting provider.
83% of all respondents and 91% of large company respondents
indicated that this was either very important or important in their
choice of a hosting company.
Clearly, the ability to offer server replication, failover and failback
within a network of datacenters will be how cloud buyers distinguish cloud market leaders from cloud startups.

Thank you

Further
Analysis

for your interest in the 2011 Cloud Computing Trends
and Best Practices Report. Hosting.com omitted some questions from this report.
The details of those questions are available via individual inquiries. As stated earlier,
Hosting.com will not release the names of any participating companies or respondents in its analysis.
Hosting.com retains the ownership of all data collected and presented within this
document. Hosting.com encourages organizations to post the findings and links to
the survey, but requires that all such promotion or sharing of the data contained
within the report be pre-approved by Hosting.com.
To schedule a personalized, in-depth analysis for your organization or to request
permission to use the data contained within the report, please email
Aaron Hollobaugh (ahollobaugh@hosting.com) to schedule an appointment or
receive more information.
Hosting.com will be coordinating monthly webinars to share the report
information. All individuals that download the eBook will be invited to attend.
Visit www.hosting.com/company/events/upcoming-events to register.
Visit www.hosting.com/cloud for more information about Hosting.com’s cloud
and platform hosting solutions.
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About
Hosting.com
Hosting.com is a global provider of enterprise-class IT infrastructure
solutions, services and facilities that ensure clients’ mission-critical
applications are cloud-enabled and Always On. Hosting.com’s
geographically-dispersed datacenters and Cloud Supersites, coupled
with the industry’s top networking and connectivity technologies,
provide the highest levels of availability, security, and responsiveness.
The most recognized names in SaaS, Healthcare, Retail, Financial
Services, and Government rely on Hosting.com’s business continuity,
managed cloud hosting, and colocation solutions.
Hosting.com currently operates PCI Level 1 cloud and dedicated infrastructures and SAS 70 Type II certified datacenters in Irvine, CA; Louisville, KY;
Newark, DE; San Francisco, CA; and Denver, CO. All Hosting.com products
and services are supported by 24x7x365 live expert technical support
through toll-free telephone, email, and online chat.
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