HOSTING Guide to HIPAA Compliant Solutions in the Cloud
Most healthcare organizations find that meeting Health Insurance Portability
and Accountability Act of 1996 (HIPAA) and Health Information Technology for
Economic and Clinical Health (HITECH) Act compliance regulations to protect
personal health information (PHI) and maintain corporate integrity is not only
vital but also a great burden on budgeted resources. HOSTING understands
these competing – and often conflicting – interests and has built our HIPAA
compliance cloud offerings to minimize risk, maximize return and ensure our
clients are in compliance with all industry regulations. In fact, we’re so sure
of our compliant cloud capabilities that we offer a 100% audit assurance
guarantee.

Utilizing a Private Cloud for HIPAA Compliance
Based on a private cloud infrastructure, HOSTING’s Guide to HIPAA Cloud Solutions provides a 360-degree approach to compliance.
We take lead by managing the necessary security controls and, together with our clients, we co-manage the policy and governance
of the reference architecture with the healthcare provider.

So how does HOSTING do it?
First, we leverage a proprietary array of security capabilities to construct
customized cloud solutions for each healthcare client. These solutions are built
to achieve specific HIPAA compliance objectives and security requirements.
Second, we bring to bear our longstanding industry partnerships with leading
security providers, including Trustwave, Alert Logic, Symantec and Juniper, to
outline a complete HIPAA solution to help covered entities (CEs) meet the most
stringent PHI requirements.
Third, we don’t leave the building until we’re sure that your organization has
the internal controls in place to mitigate technological risks related to security,
availability and confidentiality.
And lastly, we offer the industry’s best Business Associate Agreements (BAAs)
for HIPAA compliance, which reinforce our commitment to regulations and to
our customers.
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Aligning Safeguards in the Cloud with HIPAA Security Regulations

HOSTING Certifications and Qualifications of Compliance

The distressing fact is that many healthcare organizations have experienced a security breach and dealt
with the associated consequences. Having security controls that align with the administrative, technical
and physical standards of HIPAA compliance is essential to avoid the repercussions of a breach, including
downtime, reputation damage and revenue loss. At HOSTING, we take a multi-level approach to cloud
security by protecting PHI from both a HIPAA- and a PCI-compliant perspective.

HIPAA (Healthcare Insurance Portability and Accountability Act)

HOSTING Solution Capabilities

HIPAA/HITECH Rules

PCI DSS Requirements

Perimeter Layer
DDoS Mitigation

Security Beyond Compliance

Security Beyond Compliance

Application Layer
WAF

Implied 164.306(a)

6.6

IDS

Implied 164.306(a)

11.4

Firewall

Implied 164.306(a)

11.3, 11.4, 12.2, 12.3, 13.6

Vuln Scanning

Implied 164.306(a)

11.2

VPN w/ MFA

164.312(d), 164.312(a)(2)(iii)

SSL

164.312(e)(1)

OS Hardening

Implied 164.306(a)

Secure Remote Admin

164.312(d)

OS Patching

Implied 164.306(a)

6.1, 6.2

Antimalware

164.308(a)(5)(ii)(B)

5.1, 5.2

Log Mgmt

164.308(a)(1)(ii)(D), 164.308(a)(5)(ii)(c)
164.312(b) 164.312(b)

Time Sync

Implied 164.306(a)

10.4

FIM

164.312(c)(2)

11.5

Network Layer

8.3
4.1 (c-d)

Server Layer
2.1, 2.2(a-v), 2.3, 2.4
2.3

10.1, 10.2, 10.3, 10.5, 10.6,
10.7

Physical Layer
Rogue wireless

Implied 164.306(a)

11.1

Physical Security

164.310(a)(2)(i), 164.310(a)(2)(ii), 164.310
(a)(2)(iii), 164.310 (a)(2)(iv), 164.310 (d)(1),

Change control

Implied 164.306(a)

Risk assessment

164.308(a)(1)

12.1, 12.2, 12.3

Incident response

164.308(a)(6)

12.9

Data Backup

164.308(a)(7)(ii)(A)

n/a

BAA

164.308(b)(1)

n/a

Maintenance Records

164.310(a)(2)(iv)

n/a

Access Control

164.312(a)(1)

7.1

Audits

164.308(a)(8)

preamble

Secure Delete

164.310(d)(2)(ii)

9.1-4, 9.10

Adminstrative Controls
6.4-5

Safeguarding the confidentiality and integrity of patient information is an essential element of HIPAA compliance.
However, for many organizations it requires significant expense and resources to build and maintain the
infrastructure, process, and controls to meet those requirements. HOSTING helps healthcare organizations manage
health programs and their business associates to create a complete IT solution that reaps the benefits of the cloud
and achieves HIPAA compliance. To further support our adherence to HIPAA security regulations, HOSTING will sign
a BAA with every healthcare customers whereas some cloud providers will not.
PCI DSS (Payment Card Industry Data Security Standard)
Organizations that process, store, or transmit credit card data face tremendous pressure to comply with the
requirements in the PCI DSS. Business fines up to $500,000, litigation costs, damage to brand, and loss of consumer
confidence are just a few of the consequences of noncompliance. HOSTING is a PCI Level 1 service provider, and
delivers fully managed services to help relieve the demands of PCI compliance and ensure requirements are met.
SOC (Service Organization Controls)
As part of constructing a solid IT foundation, HOSTING has completed the SOC 2 Type II audit for each
of our six data centers. HOSTING underwent these audits to ensure the most rigorous requirements and internal
controls for our cloud, dedicated and hybrid services along with our data center operation practices. Audits are
performed by independent auditors, which removes any potential bias from the reports or outcomes.
SOX (Sarbanes-Oxley)
In order to achieve SOX compliance, public companies are often pressed to add a layer of complexity to their already
complex IT environments. Organizations leverage our SOC audited data centers, and internal controls to protect the
availability, security and confidentiality of their financial systems, applications and data to meet the requirements
of SOX.
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Key Benefits of HOSTING HIPAA Compliant
Cloud Solutions
HOSTING enables covered entities (CEs) to achieve HIPAA compliance
across all of our clouds (public, private, managed or hybrid) by
establishing a secure, scalable and highly available environment for PHI
that meets all HITECH and HIPAA standards.
HOSTING Availability Monitoring™
• Increases / maintains the appropriate level of availability for
business-critical applications
• Minimizes downtime, which is essential to revenue stream
and productivity
HOSTING Capacity Monitoring™
• Collects data over a 30-day business cycle to gain a complete
picture of the working environment
• Interprets data to identify performance issues, bottlenecks
and under/over-utilized assets
• Reviews and discusses our key findings with members of an
organization’s internal IT team to gain further understanding
and consensus
• Aligns findings with an organization’s business goals to
ensure that we recommend the best fit solution to advance
business and support future growth
• Delivers a customized plan that optimizes current
infrastructure, recommends future architecture changes and
includes steps to migrate to the cloud over time
HOSTING Cloud Backup™
• Uses advanced, disk-based technology to provide backup
from one of six HOSTING data centers or your on-premises
environment to another HOSTING data center
• Increases confidence that your critical information is “always
there” for rapid data recovery in the event of a systemimpacting event or disaster

HOSTING Integrity Monitoring™
• Provides proactive service and confidence that the integrity
of business data has not been compromised
• Provides detection of unauthorized changes, accidental
modifications, malware or malicious activity
• Provides a complete audit trail and helps achieve compliance
requirements such as PCI DSS, HIPAA and SOX
HOSTING Intrusion Detection™
• Offers an on-demand IDS platform in conjunction with
Alert Logic to utilize software-as-a-service (SaaS) solutions
to deliver the benefits of rapid deployment and zero
maintenance to your business
• Brings clarity into the hosting environment, giving you
complete threat visibility through a single interface
• Gives your business an additional layer of defense against
threats that bypass network perimeter defenses such as
firewalls and anti-virus
• Guards your internal network and server from viruses,
worms, and other threats brought in by VPN connections,
partner portals, and other supposedly trusted sources
HOSTING Malware Protection™
• Protects systems from viruses, worms, spyware, adware and
unwanted applications with our fully managed antivirus
service
• Helps not only minimize exposure but achieve PCI DSS and
HIPAA compliance

HOSTING Managed Patching™
• Keeps security up-to-date to ensure the stability and
performance of servers.
• Provides peace of mind that patches are pre-tested,
implemented correctly and installed on schedule
• Allocates control of patching schedules, historical data, and
pushing and excluding patches from a particular server via
the HOSTING Customer Portal™
HOSTING Vulnerability Management™
• Leverages more than 12,000 vulnerability checks
• Automates network topology and host discovery
• Provides on-demand scheduling flexibility for both internal
and external scanning
• Gives comprehensive prioritization and resolution workflow
management
• Relies on agent-less architecture
HOSTING owns and operates six geographically dispersed data
centers under an ITIL-based control environment that is validated for
compliance against HIPAA, PCI DSS and SOC frameworks. By leveraging
enterprise-class networking and connectivity technologies, HOSTING
provides the highest levels of compliance, availability, recovery,
security and performance to achieve HIPAA compliance.

HOSTING Managed Firewall™
• Filters unwanted or malicious traffic to proactively protect
infrastructure
• Provides more than 10x the throughput of non-VMsafe
firewalls
• Gives customer control of deploying, viewing, and managing
their firewall
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